AI EXECUTIVE GOVERNANCE TOOLKIT
AI Acceptable Use Policy
Executive template for the safe, responsible and authorised use of artificial intelligence

	Organisation
	[Insert organisation name]

	Policy Owner
	[Insert role/name]

	Approved By
	[Insert approving body]

	Effective Date
	[Insert date]

	Review Date
	[Insert date – recommended at least annually]



Template note: customise this policy to your organisation, sector, legal obligations, risk appetite and approved AI environment before adoption.


1. Purpose
This policy establishes the rules for acceptable use of artificial intelligence (AI) by employees, contractors and other authorised users of the organisation’s systems, information and services.
Its purpose is to enable useful and responsible adoption of AI while protecting confidential information, personal data, customers, employees, intellectual property, business systems and the organisation’s reputation.
The policy applies to generative AI, machine-learning systems, AI assistants, copilots, embedded AI features, automated decision-support systems and autonomous or agentic AI.
2. Core Principle
Use AI to improve work - but never outside the authority, data rules and controls that would apply if the task were performed by a person.
3. Scope
This policy applies whenever AI is used for organisation-related activity, including use through:
Organisation-provided AI tools and enterprise platforms.
AI features embedded within approved software such as productivity, CRM, analytics or collaboration tools.
Third-party AI services accessed through a browser, application, API or integration.
AI agents or automated workflows that can access data, use tools, communicate externally or take actions.
Personal devices or personal AI accounts where they are used for organisation-related work.
4. Acceptable Uses
Subject to the controls in this policy, approved AI tools may be used to assist with activities such as:
Drafting, rewriting and summarising non-sensitive business content.
Brainstorming, research support and generation of alternative ideas.
Creating first drafts of presentations, reports, emails, meeting notes and internal communications.
Analysing approved business information where the AI environment is authorised for that data classification.
Assisting with coding, data analysis or process design where outputs are appropriately reviewed and tested.
Supporting decisions where AI is advisory and an authorised person remains accountable for the final decision.
5. Mandatory Rules for All Users
Use only AI tools and accounts approved for the type of work and information involved.
Check important AI-generated facts, calculations, recommendations and references before relying on them.
Apply professional judgement. AI output must not be treated as automatically correct or authoritative.
Respect copyright, intellectual property, confidentiality, privacy and contractual restrictions.
Maintain appropriate records where AI materially contributes to a decision, customer outcome or regulated process.
Escalate unexpected, unsafe or suspicious AI behaviour through the organisation’s incident or governance process.
6. Information That Must Not Be Entered Into Unapproved AI Tools
Unless the specific AI service has been formally approved for the relevant data classification, users must not enter, upload, paste or expose:
Confidential or commercially sensitive organisation information.
Customer, employee or supplier personal data.
Special-category, highly sensitive or regulated information.
Passwords, authentication tokens, API keys, private keys or security credentials.
Non-public financial information, pricing, strategy, transaction or acquisition information.
Source code, proprietary models, trade secrets or intellectual property where disclosure is not authorised.
Information subject to legal privilege, confidentiality agreements or contractual restrictions.
7. Traffic-Light Usage Guide
	Level
	Typical Use
	Examples
	Action

	GREEN
	Low-risk, approved use
	Drafting, summarising, brainstorming with non-sensitive information
	Proceed within policy

	AMBER
	Material or sensitive use
	Confidential data, customer-facing content, decision support, business-system integration
	Check approval, controls and human oversight

	RED
	Prohibited or unapproved high-risk use
	Credentials, unauthorised sensitive data, autonomous material decisions, bypassing controls
	Do not proceed; escalate


8. Prohibited Uses
Users must not use AI to:
Circumvent security, access controls, monitoring, approval processes or organisational safeguards.
Make a material decision about a customer, employee, supplier or other person where human approval is required.
Allow an AI agent to take actions beyond its explicitly authorised permissions, systems, transaction limits or business scope.
Generate or distribute deceptive, discriminatory, unlawful, harassing or intentionally misleading content.
Impersonate another person or create misleading synthetic media without appropriate authorisation and disclosure.
Upload confidential or restricted information into an AI service that has not been approved for that information.
Use AI-generated code, analysis or recommendations in critical processes without appropriate review, testing and approval.
Represent AI-generated content as verified fact when it has not been checked.
Disable, weaken or work around AI guardrails or safety controls.
9. Human Accountability and Decision-Making
AI may support a decision, but accountability remains with the authorised human decision-maker unless the organisation has explicitly approved an automated decision process.
For material decisions, the responsible person must be able to understand the relevant evidence, challenge the AI output, identify uncertainty or exceptions, and override or stop the AI-supported process where necessary.
Executive rule: the more consequential the decision, the stronger the required human oversight.
10. AI Agents and Autonomous Actions
AI systems capable of pursuing multi-step objectives, using tools, accessing systems, sending communications or executing transactions require enhanced controls.
Before such an agent is used in a business process, the organisation should define:
The objective the agent is authorised to pursue.
The systems, data and tools it may access.
Actions it is permitted and prohibited from taking.
Financial, transaction, volume and time limits.
Conditions requiring the agent to stop and escalate to a human.
Human approval points for consequential actions.
Monitoring, logging and alerting requirements.
A reliable mechanism to suspend or terminate the agent.
11. Accuracy, Verification and Hallucinations
AI can produce plausible but incorrect information. Users remain responsible for checking outputs where accuracy matters.
Particular care is required for legal, financial, regulatory, medical, technical, security, customer-facing or Board-level information. Sources should be checked independently where appropriate, and AI-generated references must not be assumed to exist.
12. Bias, Fairness and Responsible Use
AI must not be used in a way that unlawfully discriminates or creates unfair outcomes. Where AI influences decisions affecting people, the use case should be assessed for bias, inappropriate proxy variables, data quality and the ability to challenge or appeal outcomes where applicable.
13. Intellectual Property and Copyright
Users must consider ownership, licensing and copyright when providing content to AI systems or using AI-generated material. Proprietary or third-party material must not be uploaded where doing so would breach licence, contract or confidentiality obligations.
AI-generated content intended for external publication or commercial use should be reviewed for originality, accuracy, attribution and rights issues appropriate to the intended use.
14. Third-Party AI Tools
New AI services must not be adopted for material business use solely because they are freely available or technically capable.
Appropriate review may include security, privacy, data retention, model training practices, contractual terms, data location, resilience, integration permissions, auditability and vendor dependency.
15. AI-Generated Customer and External Communications
Externally facing AI-generated content must meet the same standards of accuracy, professionalism, confidentiality and regulatory compliance as human-generated communications.
Where AI communicates autonomously, the use case must have explicit approval, defined escalation routes and controls appropriate to the potential customer or business impact.
16. Security and Prompt Injection
Users and system owners should recognise that documents, webpages, emails, datasets and other external content may contain instructions designed to manipulate an AI system.
AI connected to business systems should treat external content as untrusted input. Access should follow least-privilege principles, and consequential actions should not rely solely on instructions found within untrusted content.
17. Incidents and Unexpected Behaviour
Users must promptly report suspected AI incidents, including:
Disclosure of confidential or personal information.
Unexpected or unauthorised actions by an AI system or agent.
Materially incorrect, harmful or discriminatory outputs.
Attempts by external content to manipulate AI behaviour.
Evidence that an AI system has exceeded its intended permissions or operating boundary.
Security vulnerabilities, abnormal activity or loss of effective human control.
Where necessary, access to the AI capability should be suspended until the issue has been assessed.
18. Approval and Risk Classification
Material AI use cases should be recorded in the organisation’s AI Use-Case Register and classified using the AI Risk Classification Matrix.
High and Critical use cases should undergo a documented AI Risk Assessment and receive the level of approval, testing, monitoring and human oversight required by the organisation’s governance framework.
19. Training and Awareness
Users should receive training appropriate to their AI access and responsibilities. Training should cover approved tools, data handling, verification, confidentiality, security, prompt injection, human accountability, escalation and the limitations of AI.
20. Monitoring, Compliance and Review
The organisation may monitor use of approved AI services where lawful and appropriate to protect information, manage risk and demonstrate compliance.
Breaches of this policy may result in withdrawal of AI access and may be addressed under relevant organisational policies or contractual arrangements.
This policy should be reviewed at least annually and sooner where there is a material change in AI capability, regulation, organisational use, risk exposure or a significant AI incident.
21. Roles and Responsibilities
	Role
	Responsibility

	Board / Executive Leadership
	Set risk appetite, approve material governance arrangements and oversee significant AI exposure.

	AI Governance / Risk Function
	Maintain standards, classification, risk assessment, monitoring and escalation processes.

	Business Owner
	Own the business outcome, appropriate use, controls and ongoing performance of the AI use case.

	Technology / Security / Data
	Provide approved platforms, access controls, security, data protection, monitoring and technical assurance.

	All Users
	Use AI within this policy, verify outputs, protect information and report concerns.


22. User Quick Checklist
Am I using an approved AI tool?
Is the information I am providing permitted in this tool?
Could the output materially affect a person, customer, financial result or regulated process?
Have I checked important facts, calculations and sources?
Does a human need to review or approve the result?
Am I asking the AI to take an action beyond my own authority?
Would I be comfortable explaining this use of AI to my manager, customer, regulator or Board?
If something looks wrong or unexpected, do I know how to stop and escalate it?
23. Policy Approval
	Policy Owner
	[Insert]

	Approved By
	[Insert]

	Approval Date
	[Insert]

	Version
	1.0

	Next Review
	[Insert]



Disclaimer: This is a general governance template, not legal or regulatory advice. Organisations should adapt it to their jurisdiction, industry, employment arrangements, data-protection obligations and internal policies.
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